
BIT process (local, trusted)

Session history
plaintext, local

Agent loop
(bit-core, Rust)

Redaction layer
mask_text

[HC:xxxxxx]

LLM provider
(untrusted)

Tool dispatcher
execute_tool_call

L2 audit layer
experimental, off

by default

Restoration point
unmask_params ->

unmask_json

Approval gate
allow_all |
auto | ask

Tool executor
shell / files / MCP

Sandbox
lexical path jail
+ Rhai budget

[HC:xxxxxx] is a content-addressed placeholder: the first N hex characters of SHA-256(value). The model quotes it verbatim; the local host restores the real value.

masked copy tool call

tool arguments

masked params

deny stops

tool results


