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Abstract

Tool-using AI agents run on a user’s machine but delegate cog-
nition to a third-party model provider. Whenever a credential,
phone number, or access token has to appear in a prompt so
that the agent can act on it, the usual choices are to expose the
secret to the provider or to prevent the agent from acting at all.
We describe and evaluate a third option, implemented in the
open-source agent runtime BrainTentacle: content-addressed
redaction with local restoration. Before a request leaves the
machine, every occurrence of a registered sensitive value, and
every occurrence matched by an enabled regular expression,
is replaced in the copy of the conversation that will be trans-
mitted by a placeholder whose text is a prefix of the SHA-256
digest of the replaced value. When the model returns tool argu-
ments, the dispatcher substitutes the real values back before ex-
ecution, so the agent acts on a secret it never saw. Because the
placeholder derives from the value’s content rather than from
an enumeration counter, the same secret carries the same to-
ken across turns and independently of registration order; this is
what makes the token quotable by the model in a later turn. We
contribute (i) a precise description of the mechanism against
the artifact, (ii) a measurement harness that links the shipping
implementation as a library and measures detector precision
and recall on a 62-document corpus of realistic and adversar-
ial payloads, round-trip fidelity, placeholder stability, and the
collision behaviour of truncated digests, and (iii) an enforce-
ment audit that identifies three concrete gaps in the current
implementation, including a request path on which redaction
is not applied at all. We report only measured quantities, and
we state the limitations explicitly: the secondary audit layer is
experimental and fails open by design, and the workspace path
jail is lexical with no default root.

1 Introduction

A tool-using agent is a program that sits between a language
model and a machine. The model emits a structured request to
call a tool—run a shell command, read a file, send an HTTP re-
quest, invoke an MCP server—and a local dispatcher executes
it, feeds the result back, and asks the model again Yao et al.
[2023]. This loop is what makes agents useful, and it is also
what makes them dangerous: the dispatcher is the component
that holds authority, while the model is the component that de-
cides what to do with it.

The model, however, is usually not local. In the common

deployment the agent runs on the user’s laptop but the model
runs in someone else’s data centre. Everything the agent sends
is therefore disclosed to a third party, and the model’s output is
a proposal rather than an instruction—which is the right place
to put the boundary between untrusted and trusted computa-
tion.

Now suppose the agent’s task involves a secret: an API key
for a service, a customer’s mobile number, an internal host-
name, a bearer token. The secret must reach the executor, be-
cause the executor is what will use it. Two common responses
to that tension are known. The first is to give the model less
capability: route every secret-bearing operation through a bro-
ker or proxy so that the model never handles the secret at all
[Saltzer and Schroeder, 1975]. The second is to keep the ca-
pability but constrain the model: install an approval gate and
an audit layer so that a possibly-hostile proposal is reviewed
before it becomes an effect [OWASP Foundation, 2023]. The
first family is expensive to build and gives up generality; the
second family does nothing about disclosure to the provider.

We study a third option that sits between them, implemented
in BrainTentacle, an open-source agent runtime whose core
library is crates/bit-core/src/hidden_code.rs.
The mechanism is content-addressed redaction with local
restoration. Sensitive values are replaced by placeholders in
the copy of the conversation that is about to be transmitted,
and the real values are substituted back into the tool arguments
after the model has produced them and before the dispatcher
acts. In this design the model functions as an untrusted inter-
mediary with respect to secrets: it can name a secret, quote
it, copy it, and refer to it in a later turn, but it cannot read it,
reproduce it, or send it anywhere.

The design property that makes this workable—and the
property we make precise and measure—is that the place-
holder is content addressed. Its text is a prefix of the SHA-256
digest of the value it replaces, not a counter and not an enu-
meration index. Two consequences follow directly. First, the
mapping from secret to token does not depend on the order in
which secrets were registered, on how many secrets exist, or
on how many turns have elapsed; re-registering the same se-
cret in a different session, or in a different position in the list,
yields the same token. Second, because the token is a determin-
istic function of the value, two distinct secrets that happen to
share a truncated digest prefix are mapped to the same token,
which is a failure mode with a well-understood closed-form
probability that we measure rather than assume.

We make three contributions.

1



1. A description of the mechanism against an executable
artifact. Section 4 specifies the entry types, the place-
holder derivation, the masking order, the restoration al-
gorithm, the audience separation, the approval gate, and
the sandbox boundary as they are implemented, citing file
and line locations. We use a prose description rather than
a design document precisely so that every claim can be
checked against code that ships with the paper.

2. A measurement harness over the shipping code. The
harness in scripts/redaction_measure links
bit-core as a path dependency and drives the
real public entry points maybe_mask_messages and
unmask_params; no masking or restoration logic is re-
implemented. It measures, on a 62-document corpus of
realistic developer payloads and adversarial near-misses,
the precision and recall of the three built-in detectors,
byte-exact round-trip fidelity, the stability of the place-
holder under reordering and re-registration, and the colli-
sion behaviour of the 6-hex and 8-hex prefix lengths. The
corpus, the harness, and the resulting JSON are shipped
with the paper.

3. An enforcement audit, reported mostly as negative
results. Following the mechanism end to end through
the request pipeline shows that it is not applied on ev-
ery path. In the current tree the redaction step is in-
voked from exactly one function, and the two request
paths used by the agent’s own turn loop bypass it (Sec-
tion 6.4). Two further gaps—pattern-matched secrets are
masked but never restored, and the digest-prefix collision
detector does not observe runtime-matched values—are
described and quantified in Section 6.4. We regard these
as the most useful output of the study: a mechanism that
is described as a property of the system is in fact a prop-
erty of one call site, and only measurement of the kind in
Section 6 distinguishes the two.

The remainder of the paper is organised as follows. Sec-
tion 2 introduces tool-using agents, prompt injection, and the
state of the art in secret handling inside agent contexts. Sec-
tion 3 states the threat model, including what the mechanism
explicitly does not defend against. Section 4 describes the de-
sign. Section 5 describes the implementation and the request
pipeline. Section 6 reports the evaluation. Section 6.5 dis-
cusses threats to validity, Section 7 positions the work, Sec-
tion 8 states the limitations, and Section 9 concludes.

2 Background

2.1 Tool-using agents and an untrusted model
An agent loop has four moving parts: a model, a conversation
history, a registry of tools, and a dispatcher. The model is
queried with the history plus the tool schemas; it replies either
with text or with a set of tool calls; the dispatcher validates and
executes them; the results are appended to the history and the
loop repeats. Two properties of this loop matter for security.

First, the model is a relay for the tool arguments: whatever
the model emits is executed locally, so a model that is wrong,
confused, or hostile can cause local side effects. Second, the
model is a disclosure surface: the history that is transmitted
can contain anything the user typed, anything a tool returned,
and anything a prior turn established.

These two properties have been exploited in both directions.
Indirect prompt injection [Greshake et al., 2023] uses content
that an agent fetches—a web page, a repository file, an e-mail,
an MCP tool result—to steer the model into tool calls that ex-
filtrate data or escalate privilege. Direct injection attacks the
model’s own instructions [Greshake et al., 2023, Evertz et al.,
2024]. On the other side, the provider itself is a third party
whose retention and training practices are outside the user’s
control, and the contents of a transmitted request are exactly
what a provider’s staff, logging, or abuse monitoring can see.

The observation that motivates this paper is that these two
risks are usually addressed by the same component. If the
agent holds secrets and the model can read the context, then
disclosure to the provider and manipulation by injected content
are entangled: sanitising the context for the provider also re-
moves the injected instruction from the model’s reach. Secret-
redaction mechanisms attempt to separate them, by removing
the secret from the model’s reach while leaving the rest of the
context—including possibly hostile instructions—intact.

2.2 Prompt injection and context hygiene
Prompt injection is usually framed as a problem of trust: the
agent cannot distinguish data from instructions. Mitigation has
therefore tended towards capability restriction—sandboxed in-
terpreters, allow-listed tools, approval gates—and towards
instruction-level defences such as delimiting untrusted content
[Greshake et al., 2023, Evertz et al., 2024], or training a model
to treat privileged instructions as higher authority than content
embedded in data [Wallace et al., 2024]. LLM-based detectors,
which ask a second model whether a proposed action is benign,
are a widely used variant of this approach and have been stud-
ied at scale, with the finding that they are useful but imperfect
and sensitive to prompt wording [Zheng et al., 2023].

We take the complementary position. Instead of trying to
make the model robust to hostile instructions, we make the
model unable to harm the secret even if it is fully compro-
mised. A model that has been injected and instructed to ex-
filtrate the API key can only exfiltrate a token it cannot read.
This is a strictly weaker assumption than model robustness and
it composes with the instruction-level defences rather than re-
placing them.

2.3 Secret handling in agent contexts
Three families of prior work are relevant.

The first family keeps secrets out of the model’s reach
by construction. Virtual application frameworks, capability-
based proxies, and API gateways substitute credentials at the
point of use and expose only a scoped handle to the model.
The advantage is a very strong guarantee; the disadvantage is
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that it requires the platform to know, ahead of time, which op-
erations need which credential, and it does not generalise to
free-form shell use.

The second family audits or filters what the model is about
to do. Work on LLM-as-judge risk assessment [Zheng et al.,
2023] and on agentic vulnerability taxonomies places a classi-
fier or a human in the loop between the model and the executor.
This addresses side effects but not disclosure: the classifier and
the human both see the real arguments, and the provider has al-
ready seen the context.

The third family is scrubbing, which is closest to the mech-
anism studied here. Secret-scanning tools detect credential-
shaped strings and mask them before a transcript is shared
or logged. The limitation is structural: a scanner can label
a string as a credential only if it can recognise the shape, and
a generic prompt can elicit a credential-shaped string that car-
ries no recognisable marker. Our mechanism inherits that lim-
itation exactly: it is a syntactic, pattern-based defence, and
Section 6 measures how incomplete it is rather than asserting
that it is adequate.

Our contribution relative to this third family is not the act
of masking but the addressing scheme and the round trip. A
scrubber that replaces a secret with *** or with a positional to-
ken destroys the model’s ability to refer to the secret; a tool ar-
gument that must contain the real value cannot be constructed
from the masked transcript. Our scheme reconstructs the value
at the point of use, and the content-addressed derivation is
what makes the reconstruction unambiguous in the presence
of many secrets, many turns, and an arbitrary registration or-
der.

3 Threat model

3.1 Principals, assets, and adversaries

The local user owns the machine and is trusted. The executor
(the agent’s tool dispatcher and the tools it invokes) is trusted:
it holds the authority to read and write the machine. The model
provider is the party that receives requests; we assume it is
honest-but-curious, in the sense that it processes requests as
specified but is not part of the trust boundary for the user’s se-
crets. The model is a component of the provider and is treated
as untrusted with respect to secrets, and separately as poten-
tially adversarial with respect to the machine.

The protected assets are (i) the values of registered secrets—
credentials, API keys, personal identifiers—and (ii) the user’s
authority over the machine. The mechanism studied here pro-
tects (i) against disclosure to the provider and against exfiltra-
tion through the model; it does not protect (ii), which is the job
of the approval gate and the sandbox.

We distinguish three adversaries.

A1: the honest-but-curious provider. The provider ob-
serves the full request body. It is not malicious, but its opera-
tors, logs, caches, or abuse monitoring may expose the request

contents to parties outside the user’s trust boundary. A1 is the
adversary the mechanism directly addresses.

A2: an injected instruction. Content retrieved by the
agent—a web page, a file, an MCP resource, a tool result—
contains text that tries to make the model disclose the secret,
for example by instructing it to include the value in a sub-
sequent tool argument that will be transmitted outward. A2
is the classic indirect prompt injection adversary [Greshake
et al., 2023]. Our defence against A2 is indirect but strong:
the model cannot comply because the value is not present in
its context. What A2 can do is induce the model to transmit
the placeholder, which discloses the fact that a secret exists
and its stable identifier, but not its value.

A3: a malicious tool or MCP server. A tool the agent talks
to may return hostile content, and an MCP server under a third
party’s control may do so by design. This is A2’s entry vector;
the mechanism is agnostic to it.

3.2 Explicit non-goals

We state plainly what the mechanism does not do, because sev-
eral of these gaps are properties of the implementation rather
than of the idea.

• It does not prevent the executor from leaking the secret.
Once restored, a secret is an ordinary argument to a local
tool. If a tool writes it to a file in the workspace, it is on
disk.

• It does not constrain what the model may do. A model
that has been injected can still call any tool it is permitted
to call. Redaction reduces the value of the compromise;
it does not remove the capability.

• It does not hide the existence of a secret, nor its stable
identifier: the placeholder is transmitted in clear text and
is stable over time. If the token space is small enough,
an observer of several transcripts can accumulate a dictio-
nary of tokens.

• It does not cover secrets that the model must read as tool
output and then use in a later turn. Only values registered
in advance, or matched by an enabled pattern, are covered.
A credential that appears for the first time in a file the
agent reads is not covered unless a detector fires on it.

• It provides no cryptographic protection of the secret at
rest. The registry itself is stored locally under the plat-
form’s device key; that is a different mechanism with a
different threat model.

• It does not defend against a local attacker with the user’s
privileges, nor against a malicious human approver.
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4 Design

4.1 The redaction layer

A redaction entry is a record with a kind, a value, an optional
alias, and an enabled flag. Two kinds exist.

A value entry names a specific string. When enabled and
non-empty, the entry contributes two substitutions to the mask-
ing step: the string itself is replaced by its placeholder, and,
if the entry carries an alias, the alias is mapped back to the
string at restoration time. An alias therefore changes what the
model sees—the model sees a human-readable token such as
a pseudonym instead of an opaque digest—without changing
the fact that the model cannot recover the original.

A pattern entry names a regular expression. Three expres-
sions are built in and are compiled once into static caches: a
Chinese mobile number pattern, an e-mail address pattern, and
an API-key pattern covering a set of well-known key prefixes.
A pattern entry applies its expression to the payload and re-
places each match separately, so that two different matches
receive two different tokens unless their contents coincide. A
user may register an arbitrary regular expression as a custom
pattern entry.

The placeholder for a replaced string v is

P (v) = [HC:
[
sha256(v)

]
1..h

],

where [x]1..h denotes the first h hexadecimal characters of the
digest and h is either 6 or 8. The prefix length h is not a config-
uration knob but a function of the registry: the implementation
computes the 6-hex prefix of every registered value and, if two
of them agree, widens the prefix to 8 hex characters for the
whole registry. This is a coarse but serviceable answer to the
collision problem: it detects collisions among values that were
registered, and it does so by widening rather than by disam-
biguating, so the mapping remains injective on the registered
set.

4.2 Masking order and the copy semantics

Masking proceeds in two passes. Pattern entries are applied
first, by replacing every match of every enabled pattern. Value
entries are applied second, by literal substring replacement,
alias first if present. The order matters: because pattern re-
placement happens first, a literal value entry whose text over-
laps a pattern match will not find its text in the payload any
more, and the value entry will silently have no effect on that
occurrence. Applying value entries first would have the mirror
problem.

The masking operates on a copy of the conversation. The
transcript that is stored locally keeps the plaintext; only the
copy that is handed to the provider is rewritten. This is the
right default for an audit trail, but it means that the local
database is a plaintext-at-rest store of the same secrets that
the mechanism is protecting from disclosure, and any local at-
tacker with database access recovers them without any of the
machinery in this paper.

4.3 The instruction to the model

If any placeholder was produced, the implementation appends
a short system note to the last user message of the transmitted
copy. The note states, in the product’s own Chinese wording,
that [HC:xxxxxx] denotes a redacted sensitive value, that
tool calls quoting these values will be restored locally at exe-
cution time, and that the model should quote the placeholders
verbatim rather than guessing or inventing their contents. The
note is appended to the user message rather than to a dedicated
system role because the transmitted request formats differ in
how they carry system prompts; the note is deliberately written
in the user’s language, on the assumption that the conversation
is.

This note is a prompt-level defence, and prompt-level de-
fences are weak: it can be ignored, and its wording is not veri-
fied to change model behaviour. The measurement in Section 6
therefore does not claim that models comply with it. What the
mechanism relies on is not compliance but addressing: if the
model does quote the placeholder verbatim, the token is recog-
nised; the failure mode of non-compliance is a broken tool call,
not a disclosed secret.

4.4 Local restoration

Restoration is the inverse operation, performed on the tool ar-
guments after the model has produced them and before the dis-
patcher acts. The dispatcher builds a map from placeholder to
real value by taking, for each enabled non-empty value entry
without an alias, the pair (P (v), v) and, for each alias entry,
the pair (alias, v). The map is rebuilt on every call rather than
persisted, which keeps it consistent with the registry at the cost
of a hash computation per invocation.

The arguments are a JSON value, and restoration is applied
recursively: for an object, every value is restored; for an array,
every element is restored; for a string, every occurrence of ev-
ery key of the map is replaced. A placeholder that is not in the
map is left exactly as it is. This is deliberate and important: a
model that hallucinates a token [HC:000000] that does not
correspond to any registered value produces a tool argument
containing that literal string, which is a visible anomaly, rather
than a silent substitution of some other secret.

Two consequences of the implementation follow from the
map being an ordinary hash map with string keys and the sub-
stitution being a sequence of replace calls over its entries.

• Restoration is order-dependent when aliases overlap.
The substitution loop iterates over the map in hash order.
If alias bob.smith maps to a value that itself contains
the shorter alias bob, the result depends on which is ap-
plied first, and hash order varies between processes. Sec-
tion 6.4 reports a measurement of this non-determinism.

• Short value entries can corrupt longer placeholders.
Value entries are substituted literally over the whole pay-
load. If a registered value happens to be a short string
that occurs inside another entry’s placeholder text—for
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example a two-character value that appears in a six-
hex-character digest—the literal replacement rewrites the
placeholder and the entry can no longer be recognised at
restoration time. Section 6.4 exhibits a concrete instance.

4.5 Separation of audiences

The design distinguishes two audiences with different informa-
tion needs, and the mechanism gives them different views of
the same tool call.

The model is an untrusted audience. It receives masked ar-
guments, and it is the only party that sees the placeholder.

The auditor—a second model acting as a reviewer, or a hu-
man approver—is a partially trusted audience. In the shipped
implementation the audit layer is handed the masked parame-
ters, so a reviewing model cannot itself leak the secret by re-
peating it in its verdict, and a transcript of the audit exchange
contains no secret. The human approval dialog, by contrast, is
shown the real parameters, because a human cannot authorise
an action whose arguments they cannot read.

The executor is a trusted audience and receives the real pa-
rameters.

The audit layer is a second model call, implemented in
crates/bit-core/src/l2pass.rs. Its prompt states,
explicitly, that the parameters are data and never instructions,
and asks for a JSON verdict of the form allow or deny-with-
reason. The response parser tolerates a model that wraps the
JSON in a code fence by taking the substring between the first
opening brace and the last closing brace. The layer has a 20-
second timeout and, importantly, is fail-open: a timeout, a net-
work error, or an unparseable response yields a verdict of un-
available, which is treated as a request for human approval
rather than as a denial. We discuss this trade-off in Section 8.

4.6 The approval gate

Tools may be executed in one of three modes. In allow_all
mode every tool call proceeds. In auto mode, a call proceeds
without human review only if the tool passes a safety predicate,
and in ask mode no call proceeds without human review.

The safety predicate in auto mode combines a short allow-
list of sideless tools with a syntactic test on the tool name:
the name must be exactly one of a set of read-only verbs, or
must begin with one of a set of read-only prefixes. The an-
choring is deliberate. A containment test would classify a tool
named bread_maker or already_exec as read-only, and
an agent that may register its own tools could then obtain code
execution without review by choosing a name that contains a
read-only keyword. Anchoring the test at the start of the name
removes that class of trick, at the cost of rejecting tool names
that merely happen to begin with a read-only word.

The interaction between the gate and the audit layer is worth
stating precisely, because it is easy to misread. A tool call that
the gate would auto-pass may still be audited if the operator
has enabled auditing of auto-passed tools, in which case a de-
nial from the audit layer stops the call. A tool call that the

gate would not auto-pass is always audited first, and if the au-
dit layer is unavailable, denied, or simply not enabled, the call
proceeds to human approval. The gate is therefore the primary
control and the audit layer is an additional, optional, fail-open
filter in front of it.

4.7 Sandbox boundary
The system has two sandboxing layers, and it is important to
be precise about their strength.

The first is a lexical path jail for filesystem and shell tools. It
normalises a candidate path by removing . and .. segments
textually, anchors relative paths to a configured workspace
root, and rejects absolute paths whose canonicalised form does
not start with that root. This is a normalisation-and-prefix test
on a string, not on a file descriptor. It does not resolve sym-
bolic links, and it does not guard against a directory inside the
root that is a link to a location outside the root. More impor-
tantly, the root is not set by default in the desktop configura-
tion: when no workspace root is configured, the jail returns
the candidate path unchanged. In that configuration the layer
provides no containment at all, and the mechanism should be
described as a guard rail that must be switched on, not as a
sandbox that is always in force.

The second layer is a resource-budgeted script sandbox.
Scripts written in a small embedded scripting language are ex-
ecuted by an engine configured with an expression depth limit,
an operation count limit, and a wall-clock budget, and the en-
gine aborts when the deadline passes. Network access from
within the sandbox is provided by a single function whose
timeout is the smaller of the remaining budget and a fixed cap,
and whose response body is truncated before it is handed back
to the script. This layer bounds the resources a script can con-
sume; it does not, by itself, bound what the script can reach on
the filesystem, which is the job of the path jail.

A third execution path—running an interpreter on a script
file—is a plain subprocess with a timeout and a cap on the
captured output, and should not be described as sandboxed in
any strong sense.

5 Implementation

5.1 Module and state
The mechanism lives in crates/bit-core/src/
hidden_code.rs, a single module of the agent’s core
library. The library is a Rust crate of roughly 27.7 thousand
lines across 53 files, and is consumed by an Electron front end
through a Node-API binding and by a terminal front end. The
registry of redaction entries is held in the shared application
state behind a mutex and is persisted in the local database
under the platform’s device key. A configuration flag enables
or disables the whole feature; when it is disabled, the masking
step is a no-op.

The three built-in regular expressions are compiled into
lazily initialised statics, so the cost of compiling them is paid
once per process and not per request. The regular-expression
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engine is the standard Rust regex crate The Rust Project De-
velopers [2024], which compiles patterns to finite automata
and therefore has no catastrophic backtracking behaviour; this
matters because the patterns are applied to every outgoing mes-
sage.

5.2 Where the masking happens

The masking step is invoked from a single place in the
tree. The non-streaming, single-shot request function calls the
masking routine on the message list and then dispatches to the
protocol-specific request builders, so all of the OpenAI, An-
thropic, and Gemini request shapes inherit the redaction. The
code comment at that call site describes it as the single conver-
gence point for sending to the model.

The streaming and native-tool-calling request paths do not
call it. The agent’s own turn loop chooses between a native
function-calling path and a streaming text path, and both of
those construct their request bodies directly. Section 6.4 quan-
tifies the consequences.

5.3 Restoration point

Restoration happens at the top of the tool dispatcher, before
any tool runs. The dispatcher obtains the real parameters by
applying the restoration routine to the JSON arguments, and it
uses those real parameters for the approval dialog, for the audit
layer’s tool-name argument, and for the actual invocation. The
masked parameters remain what the model produced and what
is recorded as the model’s proposal.

5.4 Round-trip as an algorithm

For reference, the two operations in algorithmic form are as
given in Algorithms 1 and 2. The masked copy is produced by
Algorithm 1 and consumed by Algorithm 2.

6 Evaluation

We report three kinds of result: the outcome of the project’s
own test suite, a measurement of the redaction mechanism pro-
duced by a harness we ship with this paper, and an enforce-
ment audit of the request pipeline.

6.1 Test suite

The core library carries unit tests inside the modules and
one integration test file. Counting the test attributes in
the source tree gives 239 unit tests in crates/bit-
core/src (215 #[test] and 24 #[tokio::test])
and 12 integration tests in crates/bit-core/tests/
security_integration.rs. Six of the unit tests are
platform-gated and do not exist in the configuration we ran:
four are marked #[cfg(unix)] in the script runtime and
two are marked #[cfg(not(windows))] in the console

Algorithm 1 Content-addressed masking of a transmitted pay-
load
Require: entries E (enabled redaction entries), payload x,

prefix length h
Ensure: masked copy x′

1: x′ ← x
2: for all p doattern entry e ∈ E (in registration order)
3: x′ ← replace every match of re(e) in x′ by P (m),

where P (m) = [HC: sha256(m)[1..h]]
4: h← h ▷ unchanged
5: end for
6: for all v doalue entry e ∈ E (in registration order)
7: if e.alias ̸= ϵ then
8: x′ ← replace every occurrence of e.value in x′ by

e.alias
9: else

10: x′ ← replace every occurrence of e.value in x′ by
P (e.value)

11: end if
12: end for
13: if x′ contains [HC: then append the redaction note to the

last user message
14: return x′

codec. The integration file covers encryption round trips, tam-
per detection, message authentication, plugin manifests, listen-
address normalisation, path sanitisation, and rejection of in-
jection payloads in host normalisation. The sandbox module
contributes seven unit tests of its own, one of which exercises
a parent-directory traversal, and the plugin module carries a
sanitisation test. The repository also ships 60 scripts under
e2e/ (56 .cjs, 3 .py, 1 .ps1), which are executed against
a desktop build and report pass or fail rather than numeric out-
comes.

We ran the suite as documented by the project, namely
cargo test -p bit-core -no-fail-fast. The
command executes 233 unit tests and 12 integration tests; all
245 pass, with no failures, no ignored tests, and no filtered-out
tests.

We report this count rather than the figure quoted in the
project documentation. The documentation states a baseline of
245 tests, which is exactly the number the command executes
in this configuration: 233 unit tests and 12 integration tests.
The source tree contains 239 unit-test attributes, six of which
the platform gates remove; a naive search for the attribute text
finds 240 because one occurrence is inside a comment. A test
count is a property of a commit and a target, not of a project.
We also note, and treat as a limitation, that the project’s own
testing document records that the test suites were generated by
a large language model; the tests are therefore evidence about
the code as written, not independent evidence of correctness.

6.2 Measurement of the redaction mechanism

Harness. The harness lives in scripts/redaction_
measure and is a small Rust program whose manifest de-
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Algorithm 2 Local restoration of tool arguments
Require: entries E, tool arguments v (JSON)
Ensure: real arguments v′

1: m← ∅
2: for all v doalue entry e ∈ E (enabled, non-empty)
3: if e.alias ̸= ϵ then
4: m← m ∪ {(e.alias , e.value)}
5: else
6: m← m ∪ {(P (e.value), e.value)}
7: end if
8: end for
9: v′ ← restore(v,m)

10: for all o dobject member x ∈ v′

11: x← restore(x,m)
12: end for
13: for all a dorray element x ∈ v′

14: x← restore(x,m)
15: end for
16: return v′

clares bit-core as a path dependency. It builds a live appli-
cation context in an isolated data directory, populates it with a
chosen set of entries, and then calls the two public entry points
that the product itself uses: the masking routine for the outgo-
ing payload and the restoration routine for the tool arguments.
Nothing about masking or restoration is re-implemented in the
harness.

The harness does, however, re-implement one thing: the
analysis of which substrings the implementation replaced. It
tokenises the masked payload into literal runs and placeholder
tokens; the literal runs are matched back onto the original to fix
the position of each placeholder; and the replaced span is then
recovered by a brute-force search over the character bound-
aries of the original for the span whose SHA-256 digest starts
with the observed prefix. Every recovered span is therefore
confirmed by the implementation’s own hash function rather
than by a second copy of its regular expressions. Where sev-
eral candidate spans are consistent with the observed prefix,
the longest is selected, which matches the greedy behaviour of
the built-in patterns.

Corpus. The corpus contains 62 documents in two subsets.
The realistic subset (30 documents) consists of developer-
style payloads in Chinese and English: chat transcripts, sup-
port tickets, shell transcripts, configuration excerpts, log lines,
and e-mail bodies, each annotated with the secrets it contains.
The adversarial subset (32 documents) consists of near-misses
that a naive detector is likely to over-match or under-match:
twelve- and thirteen-digit numbers, a country-code-prefixed
mobile number, a landline with a hyphen, addresses at host-
names that are not routable domains, an address inside a longer
string, a truncated key prefix, a key body one character short of
the threshold, a non-uppercase key prefix, a live-mode prefix
variant, a modern fine-grained personal-access-token prefix, a
cloud API key prefix, a PEM block, an eighteen-digit national
identifier, a nineteen-digit card number, a version string, a nu-

Table 1: Per-detector precision and recall, measured by the
shipped harness. Each detector was evaluated in isolation over
the corpus described in Section 6.2; matched counts spans re-
placed by the implementation, FP false positives, FN anno-
tated occurrences of the class that were not replaced.

Detector Subset Matched FP FN Precision / Recall

phone realistic 13 0 0 100.0 / 100.0
phone adversarial 5 1 2 80.0 / 66.7
email realistic 14 0 0 100.0 / 100.0
email adversarial 4 1 1 75.0 / 75.0
apikey realistic 12 0 0 100.0 / 100.0
apikey adversarial 5 1 0 80.0 / 100.0

meric amount with a decimal point, a twelve-digit order iden-
tifier, a hexadecimal digest, a repeated value, a mobile number
embedded in a Windows path, a private IPv4 address, and a
full SHA-256 digest. Each document labels its secrets by class,
where the classes are the three built-in detectors plus an other
class for secrets in formats that the built-ins do not target; the
other class is reported separately as a coverage gap rather than
folded into a recall figure.

Detector precision and recall. We ran each built-in pat-
tern against every document and scored each matched span
against the annotation. A match counts as a true positive if
the matched text is a secret of the class under test, and as a
false positive otherwise; a match of a secret belonging to a
different class is additionally counted as a cross-class match
and reported with its class, since for a user the practical conse-
quence of a cross-class match is the same as for any other false
positive. Recall is computed over the annotated occurrences of
the class under test, and an occurrence that is not matched is
a false negative. The results are in Table 1 and the underlying
JSON is shipped with the paper.

Round-trip fidelity. The round-trip experiment registers ev-
ery annotated secret of a document as a value entry, masks
the document, and restores the masked payload through the
restoration routine, comparing the result with the original byte
sequence. This checks the property the whole design rests on:
that the model can be shown a token and the executor can still
obtain the value. The experiment also counts the documents in
which a secret survived masking in clear text, which would be
a direct disclosure. The result is that 62 of 62 documents re-
store byte-exactly, and no document contains an annotated se-
cret that survived masking in clear text. Masking modified 53
of the 62 documents; the remaining nine contain no annotated
secret and pass through unchanged. The harness additionally
exercises specific edge cases that the corpus does not cover:
an embedded null byte inside the secret and inside the payload
round-trips exactly, an empty-string value entry leaves the pay-
load unchanged rather than crashing, a value repeated several
times in one payload round-trips exactly, a value that is a pre-
fix of another registered value round-trips exactly, a custom
pattern that can match the empty string produces four place-
holders in a 47-character output, and the caller’s own message

7



list is not mutated by masking.

Placeholder stability. Stability is the property that distin-
guishes content addressing from enumeration. The harness
computes the placeholder for a probe secret under five con-
ditions: registered alone; registered together with two other
secrets; registered after those two, in the opposite order; in a
second, independent application instance with a different data
directory; and reached through a pattern entry rather than a
value entry. The placeholder was identical, [HC:976b88],
under all five conditions, so the stability property holds in this
configuration.

Coverage gap. The other-class secrets—credentials and
identifiers in formats the built-ins do not target—are not cov-
ered by the built-in detectors at all. The harness counts them
and reports the fraction that was nevertheless masked, which
is zero: none of the 11 other-class annotations was masked by
the built-in patterns. This is a coverage statement, not a defect:
the built-ins are three patterns, and the corpus contains, among
other things, a cloud API key prefix, a fine-grained personal ac-
cess token prefix, and a PEM block, none of which the built-in
API-key pattern matches.

6.3 Collisions
The placeholder space for a prefix of h hexadecimal characters
has size 16h. For h = 6 that is 224, and the standard birthday
argument gives an expected number of colliding pairs of ap-
proximately n(n − 1)/(2 · 16h) and a probability of at least
one collision of approximately 1− exp(−n(n− 1)/(2 · 16h)).
The number of distinct values at which this probability first ex-
ceeds one half is

√
2 · 16h ln 2, and solving the integer inequal-

ity n(n − 1) ≥ 2 · 16h ln 2 gives 4824 for h = 6 and 77164
for h = 8; widening the prefix by two hexadecimal charac-
ters therefore multiplies the tolerable population by roughly
sixteen.

The analytic bound is a model of the hash, not a measure-
ment of it. The harness therefore also performs an empirical
check: it draws a deterministic pseudo-random sample of one
million distinct secrets, computes the SHA-256 prefix of each,
and counts the distinct prefixes at several sample sizes; and
separately it searches for the first actual collision among six-
hexadecimal prefixes, reporting the number of samples drawn
until it appears. The first six-hexadecimal collision appeared
after 5,012 draws, on the prefix 0a639a. The empirical colli-
sion probability is 0.49 over 200 trials at n = 5,000 and 0.92
over 100 trials at n = 10,000, bracketing the analytic half-
way point of 4,824; for eight-hexadecimal prefixes it is zero
at n = 10,000, 0.225 over 40 trials at n = 50,000, and one
at n = 200,000. At one million distinct values the number of
distinct prefixes is 970,579 for six hexadecimal characters and
999,890 for eight. Figure 1 plots the analytic curve against the
empirical points.

The practical implication is worth stating plainly. A user
with a few hundred registered secrets is nowhere near the col-
lision regime for either prefix length. A user with tens of thou-
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Figure 1: Probability of at least one placeholder collision as
a function of the number of distinct redacted values, for a six-
and an eight-hexadecimal character prefix, computed from the
birthday bound and overlaid with the empirical counts pro-
duced by the shipped harness.

sands of registered secrets, which is unusual but not absurd for
a long-lived registry in an enterprise setting, is in the regime
where a six-hexadecimal prefix has a probability of roughly
one half of colliding, and where the eight-hexadecimal up-
grade moves the half-way point to roughly 77,000 values, a six-
teenfold larger population. The registry’s automatic upgrade
rule detects collisions only among registered values, and only
at registration time, so a registry that grows past the threshold
does not upgrade itself unless the colliding pair is registered
together.

6.4 Enforcement audit: negative results

The measurement in Section 6.2 exercises the masking and
restoration routines directly. It therefore cannot detect the case
in which those routines are never called. We close that gap
with a static audit of the request pipeline, and with targeted
micro-experiments for the two algorithmic hazards identified
in Section 4.

The redaction layer is applied on one path only. Enumer-
ating the call sites of the masking routine across the whole core
crate yields exactly one, inside the non-streaming single-shot
request function. The agent’s turn loop does not use that func-
tion: it dispatches either to a native function-calling routine or
to a streaming routine, both of which build their request bodies
directly, and neither of which calls the masking routine. The
HTTP server’s streaming endpoint is in the same position. The
consequence is that in the configurations the desktop applica-
tion actually uses, the transmitted payload contains the plain-
text secrets; the mechanism as described in Section 4 is a prop-
erty of the routine, not of the system. A grep for the call site is
shipped as scripts/check_mask_call_sites.py so
that the claim is re-checkable.
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1  original payload (plaintext on disk)
the key is sk-proj-9f2c1ab7 and the
contact is 13800138000

2  masked payload (what the model sees)
the key is [HC:3f9a1c] and the
contact is [HC:7b2e04]

3  model output (tool call)
shell(command="echo [HC:3f9a1c]")
+ verbatim quoting note

4  restored arguments (local execution)
shell(command="echo sk-proj-9f2c1ab7")

placeholder = [HC: + first N hex of
SHA-256(value); the same value yields
the same token in every turn

Figure 2: A worked example of one message transformation.
The user message contains a key and a mobile number; the
transmitted copy contains their content-addressed placehold-
ers and the redaction note; the model echoes the placeholders
in its tool arguments; the dispatcher restores the real values be-
fore execution.

Pattern-matched secrets are masked but never restored.
The restoration map is built only from value entries; pattern
entries contribute nothing to it. A secret that was masked
because it matched a pattern is therefore replaced by a place-
holder in the transmitted payload, and that placeholder is not
in the restoration map, so the restoration routine leaves it in
place—as designed for hallucinated tokens, but with the op-
posite consequence for genuine ones. The tool argument that
reaches the executor contains the literal text [HC:...]. The
harness measures this directly: with only the built-in pattern
entries enabled, 43 of the 62 documents are masked, and all 43
restore to a payload that differs from the original—the place-
holder is still present, because the restoration map has no entry
for it. The practical consequence is a functional one rather than
a disclosure one—the tool receives a placeholder instead of a
credential—but it is severe for usability, and it means the pat-
tern detectors, which are the only detectors that catch a secret
the user did not know to register, are currently one-way.

Alias restoration is order-dependent. With two alias en-
tries whose alias strings nest, the restoration outcome de-
pends on the iteration order of the hash map, which is
not stable across processes. The harness runs the restora-
tion repeatedly on the same context and counts the dis-
tinct outcomes; over 4,000 repetitions it observed two dis-

tinct restored strings, REAL-ALICE Smith 2,277 times and
REAL-ALICE-SMITH 1,723 times. The choice is not stable
within a single process, let alone across processes.

Short value entries can corrupt longer placeholders. A
value entry whose text occurs inside another entry’s place-
holder is substituted literally during restoration. The har-
ness searches for a probe value whose six-hexadecimal di-
gest contains the two-character string ab, registers both, and
then masks and restores the probe; the probe is probe-318,
its placeholder is [HC:ab5272], and registering the two-
character alias ab caused the placeholder to be rewritten as
[HC:REAL-AB-VALUE5272] in 1,719 of 4,000 repetitions
(43.0%).

Throughput. The harness measures masking and restoration
throughput over the corpus, in bytes per second, for the built-
in detector set. Over a 3,005-byte corpus with 59 registered
entries it measured 14.22 MiB/s for masking (2,079 iterations)
and 11.91 MiB/s for restoration. This is reported only to es-
tablish that the mechanism is not a throughput bottleneck at
the scale of a single agent session; it is not a latency measure-
ment of a real request, which would require an end-to-end in-
strumented run that we did not perform. The corpus is small
enough that per-call setup is included in these figures, so they
are a conservative lower bound on steady-state rate.

6.5 Threats to validity
Internal validity. The clearest threat is that the harness
drives the routines directly rather than through the agent, so
it inherits the same blind spot that Section 6.4 documents: it
cannot see a path on which the routines are not invoked. The
static audit was written specifically to compensate for this, but
a static audit of one repository at one commit cannot rule out a
further path. The span-recovery procedure also assumes that a
recovered span is the longest span consistent with the observed
digest prefix; this is exact for the greedy built-in patterns but
would be wrong for a pattern with an unusual quantifier, and a
custom pattern entry of that kind would be mis-scored.

External validity. The corpus is 62 documents written by
the author of this paper, not a sample of real user traffic. It
was constructed to contain realistic developer payloads and
adversarial near-misses, but it cannot represent the long tail
of formats found in production. The precision figures are
therefore best read as an indication of the shape of the error
distribution—in particular, that the detectors are conservative
about numbers and aggressive about e-mail addresses—and
not as an estimate of the accuracy that a user would experi-
ence. No user study, no live model was used, and no claim is
made about model behaviour.

Construct validity. The round-trip experiment measures
whether the pair (mask, restore) is the identity on the corpus
when every secret is registered as a value entry. That is the
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strongest possible statement of round-trip fidelity, and it is not
the same property as end-to-end correctness of an agent turn,
which additionally requires the model to quote the placeholder
verbatim. We did not measure that second property, and we do
not claim it.

Conclusion validity. The system studied is one implementa-
tion. We are careful to separate the design argument, which is
general, from the audit findings, which are properties of this
commit of this tree.

7 Related work
Prompt injection. Greshake et al. [Greshake et al., 2023]
gave the first systematic study of indirect prompt injection
against LLM-integrated applications, distinguishing direct
from indirect injection and proposing a taxonomy of mitiga-
tions. Evertz et al. [Evertz et al., 2024] revisited the taxon-
omy with a large randomised study of confidentiality in LLM-
integrated applications. On the model side, Wallace et al. [Wal-
lace et al., 2024] trained models on an explicit instruction hi-
erarchy in which privileged instructions outrank content sup-
plied by users or tools, and reported improved resistance to
injection. Our paper takes the opposite end of the design space
from most of this work: it does not attempt to make the model
resistant to injected instructions, but to remove the capability
that a successful injection would abuse.

LLM as judge and agent auditing. Zheng et al. [Zheng
et al., 2023] studied the reliability of large language models as
judges of risk assessment in agentic systems, finding that such
judges are useful but sensitive to the judging prompt and to
the presence of injected instructions. Our audit layer follows
this pattern and inherits its known weaknesses; the fail-open
design decision discussed in Section 8 is a direct consequence
of that literature.

Agent tool-calling protocols. The Model Context Protocol
[Anthropic, 2024] standardises how an agent exposes and calls
tools over a transport, and the JSON-RPC 2.0 specification
[JSON-RPC Working Group, 2010] underpins its message for-
mat. These are interoperability concerns, but they are where
the audience separation of Section 4 has to be expressed: a
protocol that carries tool arguments from an untrusted party to
a trusted executor must define where redaction and restoration
occur, and the Model Context Protocol does not.

Least privilege and the principle of least authority. The
mechanism is an instance of a long-standing idea in systems
security: give the untrusted component a handle rather than
the capability. Saltzer and Schroeder [Saltzer and Schroeder,
1975] articulated the principle of least privilege and the related
notions of complete mediation and the psychological accep-
tance of the security mechanism. Bell and LaPadula [Bell
and LaPadula, 1973] describe an early formal confidentiality

model for a different but structurally similar problem. Our
contribution is not the principle but the observation that in the
agent setting the handle can be made content-addressed, which
turns a capability the model must be trusted with (a stable,
meaningful identifier for the secret) into a capability it cannot
exploit (one whose meaning is unknown to it).

Event sourcing and append-only audit. The system’s audit
log is an append-only sequence of records in a local database,
ordered by insertion. Kleppmann [Kleppmann, 2017] gives
the modern treatment of event-sourcing architectures and their
trade-offs, and the append-only audit log is the closest thing
in the system to an event log that a user can replay. We use
this framing in the two-audience discussion: the audit trail is
written by the trusted side, and the model’s view of the world
is a projection of it.

Truncated digests and collision analysis. Using a truncated
cryptographic digest as an identifier is standard practice, and
the birthday bound is the standard analysis of its failure proba-
bility. van Oorschot and Wiener [van Oorschot and Wiener,
1999] discuss parallel collision search for truncated hashes,
which is the relevant body of work if an adversary wishes
to engineer a collision against a specific known value rather
than wait for a random one. The SHA-256 specification it-
self [National Institute of Standards and Technology, 2015] is
the source of the digest used in Equation 4.1.

Risk taxonomies for LLM applications. The OWASP Top
Ten for Large Language Model Applications [OWASP Foun-
dation, 2023] places prompt injection, sensitive information
disclosure, and improper output handling in the same taxon-
omy this paper addresses, and is the closest thing to a shared
vocabulary for the problem.

8 Limitations
We list the limitations of the mechanism as implemented, and
of this study, without hedging.

The mechanism is not applied on the paths the agent uses.
The redaction routine is invoked from one call site, and the
agent’s turn loop uses neither the function containing that call
site nor any function that calls it. Until this is fixed, the pro-
tection described in this paper is not active in the shipped con-
figurations. This is the single most important limitation of the
work, and it is invisible unless one audits the pipeline rather
than the module.

Pattern-detected secrets cannot be restored. The restora-
tion map is built from value entries only. A secret caught by
a built-in detector is masked on the way out and passed to the
executor as a literal placeholder. The design intent appears
to be that a pattern-detected secret is redacted-but-not-needed-
by-the-executor, which is coherent, but it is not what the mod-
ule’s own documentation suggests, and it means the detectors
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that matter most in practice—those for secrets the user did not
know to register—cannot participate in the round trip.

The audit layer is experimental, disabled by default, and
fail-open. The second-model audit is off unless the operator
enables it. When enabled, a timeout, a network failure, or an
unparseable verdict is treated as unavailable and escalates to
human approval rather than denying the call. This is a deliber-
ate availability-over-safety trade-off: a fail-closed audit layer
would let an attacker who can degrade the audit-model end-
point block all tool use, which is a denial-of-service primitive
against the user’s own agent. We accept the trade-off but state
that it means the audit layer cannot be relied upon as a security
control; it is an advisory filter whose failure mode is human
involvement, and a user who has enabled it may believe they
have a control they do not have.

The path jail is lexical and has no default root. Path con-
tainment is decided by textual normalisation and a string-
prefix test. Symbolic links are not resolved, so a link inside
the root can point outside it. More significantly, the desktop
configuration ships without a workspace root, and in that state
the jail returns candidate paths unchanged. The mechanism
must therefore be described as a guard rail that can be enabled,
not as a sandbox that is always in force. We explicitly do not
describe this system as secure by construction.

The interpreter execution path is not a sandbox. Running
a script through an interpreter is a plain subprocess execution
with a timeout and a cap on captured output. The resource-
budgeted script engine is a separate path, with expression-
depth, operation-count, and wall-clock limits, and that is
where the meaningful containment lives.

The audit log is a plain append-only table. It records who
did what, in insertion order, and it is not tamper-evident: an
attacker with write access to the local database can rewrite his-
tory. Framing it as an event log [Kleppmann, 2017] describes
its structure, not its integrity properties.

Secret detection is syntactic and shallow. Three regular ex-
pressions cover a narrow slice of credential formats. Our own
corpus contains a cloud API key prefix, a fine-grained personal
access token prefix, a PEM private key block, and an eighteen-
digit national identifier, none of which the built-ins match. A
user who relies on the built-in detectors alone will leak secrets
in those formats.

The measurement is a synthetic corpus written by one au-
thor. The 62 documents are not sampled from real traffic;
see Section 6.5. The precision and recall figures characterise
this corpus and should not be generalised.

The study measures no model behaviour. We did not run a
language model against the mechanism. We do not claim that
models quote placeholders verbatim, that the redaction note

improves compliance, or that a masked context is harder to
inject into. The redaction note is a prompt, and prompts are
not verified here.

The project’s own tests were machine-generated. The
repository’s testing document states that the test suites were
produced by a large language model. We therefore treat the
suite as a regression harness rather than as an independent val-
idation, and we rely on our own harness—which links the im-
plementation rather than describing it—for the measurements
in Section 6.2.

Scope of the artifact. The subject of this paper is one mod-
ule of one system. We do not claim that the design generalises
to every agent runtime, and we do not claim that the mea-
surements transfer to other implementations of similar mecha-
nisms.

9 Conclusion

We have described a mechanism for handling secrets in tool-
using agents that keeps the secret out of the model’s context
while leaving the agent able to act on it. The design point that
makes it work is that the placeholder is content addressed: the
token is a function of the secret’s content, not of its position in
a registry or a counter, so it is stable across turns, independent
of registration order, and recoverable locally at the point of use.
We made the mechanism precise against an executable artifact,
measured its detector precision and recall, round-trip fidelity,
placeholder stability and collision behaviour on a shipped cor-
pus and a shipped harness, and audited its enforcement.

The audit is the part we would emphasise. Three of the
mechanism’s properties—that it protects the provider-facing
payload, that a detected secret can be restored for the execu-
tor, and that the placeholder is unambiguous—hold for the rou-
tines as written but do not hold for the system as configured,
because the routines are not invoked on the paths the agent
takes, and because the restoration map omits pattern-detected
secrets. A mechanism described at the level of a module is
not automatically a mechanism of the system, and measuring
it at the level of the system is what distinguishes the two. We
hope that the harness, which links the shipping implementation
rather than reimplementing it, is usable by others who face the
same question about their own agent runtimes.
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